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Type of noise

• Additive noise i.e white noise

• Convolutive noise i.e echo

• Semantic noise i.e music
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Noise intensity (RMS/SNR)

Scheme Authorize Digg eBay Microsoft Recaptcha Yahoo
Length 5 5 6 10 8 7
Type of voice Female Female Various Various Various Child
Background Noise None Constant (random) Constant (random) Constant (random) Constant (random) None
Intermediate noise None None Regular (speech) Regular (speech) Regular (speech) Regular (speech)
Charset 0-9a-z a-z 0-9 0-9 0-9 0-9
Avg. duration 5.0 6.8 4.4 7.1 25.3 18.0
Sample rate 8000 8000 8000 8000 8000 8000 22050
Beep no no no no no yes

Table I
COMMERCIAL AUDIO CAPTCHA FEATURE DESCRIPTION

Figure 7. Microsoft Captcha

Figure 8. Recaptcha Captcha

correspond to actual digits, the spectrogram shows that
the vowels are somewhat obscured by background noise.
Interestingly, the two 0 digits show very similar patterns,
but this pattern is not easily distinguished from the pattern
observed for the 9 digit.

Recaptcha. Audio captchas from recaptcha.net consist of
eight digits spoken by different speakers. Distortions include
background conversations and approximately two semantic

Figure 9. Yahoo Captcha

vocal noises that look like digits in the waveform. Apart
from the presence of semantic noise, Recaptcha captchas
are similar to live.com captchas, but the digits are delivered
much more slowly. The waveform and spectrogram presented
in Figure 8 show a portion of a captcha containing the digits
1, 7, 3 and 5. As will be discussed in 10 the five digit from
this captcha shows similar harmonic patterns the five digit
from Authorize and eBay captchas.

Yahoo. Audio captchas from yahoo.com consist of three
beeps followed by seven digits spoken by a child. The
captcha is obscured with other childrens’ voices in the
background. The waveform and spectrogram presented in
Figure 9 show a portion of a captcha containing the digits 1,
7 and 6. The digits are the largest amplitude sections in the
waveform and the spectrogram shows that the background
voices do not confuse the patterns of the digits. This
spectrogram shows different patterns than the spectrograms
of the other captchas because of the use of a child’s voice. It
seems that the patterns induced by a child are much clearer
than the patterns of an adult’s voice. This makes digits easier
to recognize even though the noise in Yahoo’s captchas has
more energy than the noise in other captchas.

Comparison. Figure 10 illustrates some differences between
commercial captcha schemes. The first line presents the
TFR of the digit five from Authorize, eBay, and Recaptcha

2 9 0 0

Microsoft

Figure 4. Authorize Captcha

parameter. These properties can make RLSC orders of
magnitude faster to train than an SVM [?]. This efficiency
is noticeable in Decaptcha; it takes 2 minutes (5 minutes)
to train on thousands of captchas with a unidimensional
(two-dimensional) representation, respectively.

IV. COMMERCIAL CAPTCHAS

This section describes the commercial captchas we used
to validate Decaptcha as well as our testing methodology
and results. We tested audio captchas from Authorize, Digg,
eBay, Microsoft, Recaptcha, and Yahoo. We were unable to
test Google’s captchas because of difficulties we encountered
obtaining reliable annotations; they are so difficult for
humans that they are ineffective as captchas.

A. Corpus description

Authorize. Audio captchas on authorize.net consist of five
letters or digits spoken aloud by a female voice. The voice
clearly articulates each character and there is minimal
distortion. The waveform and spectrogram presented in
Figure 4 show a portion of a captcha containing the
digits/letters K, J , 5 and H . A long pause appears between
spoken characters and vowels are clearly articulated. The
letters K and H , which are fricative consonants, show some
harmonic patterns in the spectrogram while the letter J has
almost no harmonic patterns.

Digg. Audio captchas on digg.com consist of five letters
spoken aloud by a female voice. There is random white
noise in the background and sometimes an empty, but
louder, segment is played between letters. The waveform
and spectrogram presented in Figure 5 show a portion of a
captcha containing the letters J , A and K. The overall brown
color of the spectrogram shows the heavy constant noise
that obscures vowels but still maintains some characteristic
patterns of the letters. These patterns cannot be completely
masked by the white noise since they are necessary for
human recognition. Interestingly, the spectrogram of the

Figure 5. Digg Captcha

Figure 6. Ebay Captcha

letter J shows patterns similar to those of the letter J in
the Authorize captcha (see figure 10).

eBay. Audio captchas on ebay.com consist of six digits
spoken by a different speaker and in a different setting with
regular background noise. The waveform and spectrogram
presented in Figure 6 show part of a captcha containing the
digits 9, 5, 7 and 6. The digits in these captchas are delivered
much faster than those of authorize.net or digg.com. The
waveform shows the variability of the various digits due
to different speakers and different background noise levels,
while the spectrogram shows that the vowels are short and
relatively unobscured by noise.

Microsoft. Audio captchas from live.com consist of ten
digits spoken by different speakers over a low quality
recording. There is a regular background noise consisting
of several simultaneous conversations. The waveform and
spectrogram presented in Figure 7 show a portion of a
captcha containing the digits 2, 9, 0 and 0. Like the
eBay audio captchas, these digits are spoken very quickly.
While all of the high amplitude sections of the waveform

J

Digg

A K

Figure 4. Authorize Captcha

parameter. These properties can make RLSC orders of
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Authorize. Audio captchas on authorize.net consist of five
letters or digits spoken aloud by a female voice. The voice
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letters K and H , which are fricative consonants, show some
harmonic patterns in the spectrogram while the letter J has
almost no harmonic patterns.
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letter J shows patterns similar to those of the letter J in
the Authorize captcha (see figure 10).

eBay. Audio captchas on ebay.com consist of six digits
spoken by a different speaker and in a different setting with
regular background noise. The waveform and spectrogram
presented in Figure 6 show part of a captcha containing the
digits 9, 5, 7 and 6. The digits in these captchas are delivered
much faster than those of authorize.net or digg.com. The
waveform shows the variability of the various digits due
to different speakers and different background noise levels,
while the spectrogram shows that the vowels are short and
relatively unobscured by noise.

Microsoft. Audio captchas from live.com consist of ten
digits spoken by different speakers over a low quality
recording. There is a regular background noise consisting
of several simultaneous conversations. The waveform and
spectrogram presented in Figure 7 show a portion of a
captcha containing the digits 2, 9, 0 and 0. Like the
eBay audio captchas, these digits are spoken very quickly.
While all of the high amplitude sections of the waveform
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Solving an audio captcha
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Solving an audio captcha
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Dealing with random noise

• Statistical learning

• Supervised learning

• RLS (Regularized 
least square) 
classifier

Authorize

eBay RecaptchaAuthorize

Digg

5:

J:

http://twitter.com/elie
http://twitter.com/elie
http://ly.tl/p18
http://ly.tl/p18


Elie Bursztein (@elie) The Failure of Noise-Based Non-Continuous Audio Captchas http://ly.tl/p18

Solver efficiency

Solver accuracy = Coverage *  Precision^length

Coverage: Segmentation
Precision: Recognition rate
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Decaptcha overview

Web Site

Captcha scraping

Sound processing
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Testing corpus

Figure 13. Decaptcha’s Confusion Matrices on Microsoft, Recaptcha, and Yahoo Schemes Using Cepstrum

V. SYNTHETIC EVALUATION

This section reports Decaptcha’s performance on a syn-
thetic corpus that was generated following methodology
introduced by [?]. The synthetic corpus uses nine types
of noise described in Table III. We measured Decaptcha’s
performance on 2000 captchas for each noise type at SNRs
ranging from −5 to 30 dB. Each captcha is composed of six
spoken digits, spaced randomly between 0.5 and 4 seconds.

Familly Name Description

Constant Noise
White White Gaussian noise.

buzz Sine waves at 700 Hz,
2100 Hz and 3500 Hz.

Regular noise

pow
10 ms bursts of white
Gaussian noise repeated
every 100 ms.

rnoise

Every 100 ms, a section
of the signal is replaced
by white noise of the
same RMS amplitude.

lofi

Add distortion, cracks,
bandwidth limiting and
compression. Simulates
old audio equipment.

echo
The signal starts
to echo at 0.6, 1.32, and
1.92 seconds.

disintegrator

Amplifies random half-
cycles of the signal by
a multiplier. Simulates
a bad audio channel.

Semantic noise

chopin Chopin Polonaise for
Piano No. 6, Op. 53.

gregorian Gregorian chant.

nina “Just in time“ by
Nina Simone.

Table III
DESCRIPTION OF THE NOISES USED IN OUR SYNTHETIC CORPUS

Performance. Decaptcha’s coverage of the synthetic corpus
is depicted in Figure 14. Our overall coverage is between
80 and 90%, even for SNRs of −5dB. The only exceptions
occur with white and gregorian noise, which achieve a
coverage of 60% at low SNRs. Precision using TFR and
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Figure 14. Coverage as a Function of Noise

cepstrum representations is presented in Figures 15 and 16,
respectively. As expected, precision is directly related to
SNR. For readability purposes, we have collapsed all of the
figures by combining similar curves.

Constant noise. Precision drops most drastically for con-
stant noises once the SNR is below 5. Indeed, as the SNR
gets close to zero, constant noises mask any spoken digits
and therefore make the captcha unintelligible. Decaptcha
responds to such noise in a similar way as humans so
constant noise should only be used as background noise
with a low RMS.

Regular noise. The worst-measured precision of 64% is
achieved on the pow noises. Otherwise, Decaptcha has
a precision above 80% at all SNRs. We believe that the
pow noise leads to poor precision because it confuses the
segmentation algorithm when the SNR is low. Nonetheless,
Decaptcha handles regular noise remarkably well, even
at low SNRs, which may suggest that computers can
outperform humans with this type of noise.
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Synthetic evaluation
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Semantic noise
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Captcha features

Scheme Authorize Digg eBay Microsoft Recaptcha Yahoo
Length 5 5 6 10 8 7
Type of voice Female Female Various Various Various Child
Background Noise None Constant (random) Constant (random) Constant (random) Constant (random) None
Intermediate noise None None Regular (speech) Regular (speech) Regular (speech) Regular (speech)
Charset 0-9a-z a-z 0-9 0-9 0-9 0-9
Avg. duration 5.0 6.8 4.4 7.1 25.3 18.0
Sample rate 8000 8000 8000 8000 8000 8000 22050
Beep no no no no no yes

Table I
COMMERCIAL AUDIO CAPTCHA FEATURE DESCRIPTION

Figure 7. Microsoft Captcha

Figure 8. Recaptcha Captcha

correspond to actual digits, the spectrogram shows that
the vowels are somewhat obscured by background noise.
Interestingly, the two 0 digits show very similar patterns,
but this pattern is not easily distinguished from the pattern
observed for the 9 digit.

Recaptcha. Audio captchas from recaptcha.net consist of
eight digits spoken by different speakers. Distortions include
background conversations and approximately two semantic

Figure 9. Yahoo Captcha

vocal noises that look like digits in the waveform. Apart
from the presence of semantic noise, Recaptcha captchas
are similar to live.com captchas, but the digits are delivered
much more slowly. The waveform and spectrogram presented
in Figure 8 show a portion of a captcha containing the digits
1, 7, 3 and 5. As will be discussed in 10 the five digit from
this captcha shows similar harmonic patterns the five digit
from Authorize and eBay captchas.

Yahoo. Audio captchas from yahoo.com consist of three
beeps followed by seven digits spoken by a child. The
captcha is obscured with other childrens’ voices in the
background. The waveform and spectrogram presented in
Figure 9 show a portion of a captcha containing the digits 1,
7 and 6. The digits are the largest amplitude sections in the
waveform and the spectrogram shows that the background
voices do not confuse the patterns of the digits. This
spectrogram shows different patterns than the spectrograms
of the other captchas because of the use of a child’s voice. It
seems that the patterns induced by a child are much clearer
than the patterns of an adult’s voice. This makes digits easier
to recognize even though the noise in Yahoo’s captchas has
more energy than the noise in other captchas.

Comparison. Figure 10 illustrates some differences between
commercial captcha schemes. The first line presents the
TFR of the digit five from Authorize, eBay, and Recaptcha
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Results

Length Coverage Digit Captcha

Authorize 5 100 97 89.2%

Digg 5 100 76 41.4%

eBay 6 85.6 92.5 82.9%

Microsoft 10 80.6 89.6 48.9%

Recaptcha 8 99.9 40.5 1.5%

Yahoo 7 99.1 74.7 45.4%
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Recaptcha semantic noise
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Recaptcha semantic noise
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Confusion matrices
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How many captchas do you need ?
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Conclusion

• Non-continuous based captchas are broken

• Urgent need to come-up with the next generation of 
audio captchas
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Questions ?

Thanks

http://ly.tl/p18

Twitter: @elie
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