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supernatural powers !

Learn kungfu
Infinite money
Xray vision

god mode




Supreme commander 2
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Drawbacks: Needle in a Haystack ]

Game memory Structures
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There is no spoon
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Game
memory

Step | play
' Jocelyn Lagarenne & Blie Burszwein S
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Acquiring the game’s
memory
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Step |
Removing unrelated
memory
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ceveal the man




Step 2
Discovering the map and
keeping relevant memory






Step 3
Removing more unrelated
memory






Step 4
Finding the map in the
remaining memory
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Step S
Isolating the potential map



In memory




Step 6
Understanding the map’s
structure
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Step 8
Rewriting game memory
for fun and profit
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Unexpected effects






unit hacks
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* Uhnit lists are very small

* Visualization won’t work this time to find it :(

* Solely based on memory shape analysis algorithms
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* Only one new integer by unit

* Each integer is a valid pointer
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Eplayer with di

A -4 D)
b - a4
30 Joe 2" OOS

OO8 Values: Syne=153011

11: [Elie] * OOS

W
Valuesy Syne¢=656782696; Options=4518537 -
8336; Optons=4518537 °

Defense Bonus: +25%
Hills/Plains, 2 ®, 1@
Fresh Water

Movement:

Level: 1 t'A
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* Resync the game or get
caught

* Use LSP (Layer service
provider) to rewrite
network traffic

X Administrator: C:\Windows
. .

tem32\cmd.exe - instlspbd.exe -p

Winsock 32-hit Catalog:

vlspListener
vlspListener
vilspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener

over [RSUP TCP Service Providerl
over [MSAFD Tcpip L[TCP/IP11

over [MSAFD Tcpip [UDP/IP1]

over [MSAFD Tcpip [RAW/IP1]

over [MSAFD Tcpip L[TCP/IPu61]

over [MSAFD Tcpip [UDP/IPu61l]

over [MSAFD Tcpip [RAW/IPu61l]

over [RSUP TCPu6 Service Provider]
over [RSUP UDPu6b Service Providerl]
over [RSUP UDP Service Providerl
over [MSAFD Pgm (RDM>1]

over [MSAFD Pgm (Stream)]

over [UMCI sockets DGRAMI

over [UMCI sockets STREAMI]

RSUP TCP Service Provider

MSAFD Tcpip
MSAFD Tcpip
MSAFD Tcpip
MSAFD Tcpip
MSAFD Tcpip
MSAFD Tcpip

[TCP/IP]
[UDP/IP]
[RAUW/IP]
[TCP/IPv61]
[UDP/IPu6 1]
[RAY/IPv6 ]

RSUP TCPvb Service Provider
RSUP UDPv6 Service Provider
RSUP UDP Service Provider
MSAFD Pgm <(RDM>

MSAFD Pgm (Stream>

UMCI sockets
UMCI sockets
vlspListener

DGRAM
STREAM

Press any key to continue...

C:\sun\project\lsp\trunk\lsp\bhin>instlspb4.exe —-p

Winsock 64-hit Catalog:

1614

vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vlspListener
vilspListener
vlspListener
vlspListener

over [RSUP TCP Service Providerl
over [MSAFD Tcpip L[TCP/IP11

over [MSAFD Tcpip [UDP/IP1]

over [MSAFD Tcpip [RAW/IP1]

over [MSAFD Tcpip L[TCP/IPu61]

over [MSAFD Tcpip [UDP/IPu61l

over [MSAFD Tcpip [RAW/IPu61]

over [RSUP TCPu6 Service Provider]
over [RSUP UDPub Service Providerl]
over [RSUP UDP Service Providerl
over [MSAFD Pgm (RDM>1]

over [MSAFD Pgm (Stream)]

over [UMCI sockets DGRAMI

over [UMCI sockets STREAM]

RSUP TCP Service Provider

MSAFD Tcpip
MSAFD Tcpip
MSAFD Tcpip
MSAFD Tcpip
MSAFD Tcpip
MSAFD Tcpip

[TCP/IP]
[UDP/IP]
[RAW/IP]
[TCP/IPuv61]
[UDP/IPu6 1]
[RAW/IPu6]

RSUP TCPvb Service Provider
RSUP UDPv6 Service Provider
RSUP UDP Service Provider
MSAFD Pgm <(RDM>

MSAFD Pgm (Stream>

UMCI sockets
UMCI sockets

2604 — vlspListener
Press any key to continue...

DGRAM
STREAM
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Bucket Visualize
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Bucket Visualize Understand
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Trace diff map
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Trace diff map
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* A cryptographic lib to improve games

* Multi-party cryptography against map hack
* Private Equality Test against synch manipulation

* Homomorphic encryption for the rest

* A classifier to defend against bots
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We made a video tutorial of Kartograph for you !

http://ly.tl/t10
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