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Attacking hash functions

Finding a SHA-1 collision

Post-collision world



https://shattered.io





Attacker file 1 Attacker file 2
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Unknown file Attacker file
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Known file Attacker file

BAD37ACE308E93D
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Bruteforce is impractical

Cryptanalysis to the rescue



Hash

 R.C Merkle - Secrecy, authentication, and public key systems (1979)
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Near collision

Collision Collision!=

File 1 (block m) File 2 (block m)=

Near collision!=

File 1 (block 1) File 2 (block 1)?
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Collision blocks 
(C1)Fixed prefix (P) Arbitrary suffix (S)

Collision blocks 
(C2)Fixed prefix (P) Arbitrary suffix (S)

P==P and C1!=C2 and S==S



Collision blocks (C1)

Partial Suffix 
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Collision blocks 
(C1)Fixed prefix (P1) Arbitrary suffix (S)

Collision blocks 
(C2)Fixed prefix (P2) Arbitrary suffix (S)

P1!=P2 and C1!=C2 and S==S
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MD5 SSL certificate forgery
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Collision resistance Preimage resistance

Security 
Claim

Fixed prefix Chosen attack Security claim Best attack

MD4 264 21

MD5 264 216 239

SHA-1 280 263 277
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Work in small batches ~1h 

Refactor code to be stateless

Factory paradigm not map-reduce
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Collision blocks (C1)

Final collision check
(CPU)

Collision blocks (C1)

Base solution
(CPU)

Work step by step 

Always try to work at the highest step

Parallelized: One thread / one solution









https://shattered.iohttps://github.com/nneonneo/sha1collider

http://www.youtube.com/watch?v=p1ZipgNuKYg
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Transition plan slowly in the making



Leverage how collisions are created 

Only requires one file to detect collision

Negligible false positivesTrivial 
differences
required for 
feasible 
attacks 



JGit Github.com 



Git 2.12.2 (Mar 2017)







~4.45%



MD

MD 2128

Sponge 2128 2128

HAIFA 2128 2256



SHA-1 is dead 
long live to 
SHA-256 & SHA-3

Counter-cryptanalysis 
as a means of 
detection

Hash diversity
as a safeguard for 
the years to come






